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Risk Management Policy 
 
Application 
 

This policy applies to all Directors, Management, Employees and Contractors of Independent Public 

Business Corporation (IPBC) and the State Owned Entities (SOEs) that form the IPBC Group, for both 

corporate and project activities. 

 

Policy 
 

IPBC takes a proactive approach to risk management.  Risk management is the culture, processes 

and structures that are directed towards realising potential opportunities whilst managing adverse 

effects. Risk management is the responsibility of all employees of IPBC and SOE’s. 

 

In order to meet our objectives, the Risk Management Framework is designed to apply systematic and 

consistent risk management methodologies across IPBC in order to identify critical risk issues as well 

as to focus on improving capabilities for predicting and managing uncertainties. It enables us to: 

 

• identify, assess, evaluate, prioritise and manage risk across the organisations; 

• create value to the organisations through informed decision making and the effective allocation of 

resources; and 

• build a risk aware culture with risk embedded into day to day activities. 

 

IPBC’s Risk Management Framework is based on the principles and guidelines set out in the 

International Standard for Risk Management - AS/NZS ISO 31000:2009. 

 

Roles and Responsibilities 
Board 
The Board has overall responsibility and the oversight role for the management of risk within IPBC. 

 

• The Board is ultimately responsible for the mandate and ensuring that the Managing Director has 

in place appropriate tools, policies, procedures and guidelines for the effective management of 

risk and for supporting programs to embed a risk culture within IPBC and all SOE’s. 

• The Board is responsible for ensuring appropriate resources, management structures, reporting 

arrangements and committees are established to manage risk. 

 

Board Audit and Risk Management Committee 
The Committee assists by advising the Board on the status of Risk Management within IPBC and 

SOE’s and providing insight on risk to the various businesses.  The Audit & Risk Management 

Committee reviews the risk management framework and policies within the Company and monitors 

their implementation.  The committee’s charter details its role in relation to the Board’s responsibilities 

in risk management. 

  

Management 
The Managing Director is the risk champion and accountable for management co-ordination of the 

Risk Management Framework and ensuring the Board and Board Risk Management Committee are 

fully informed of all necessary risk items. 

 

The Senior Management Committee (SMC) is responsible for supporting the MD by actively 

monitoring and reviewing risks and ensuring appropriate risk management strategies are developed 

and implemented. 
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Risk Management Framework Executive Summary 
Purpose 
The Purpose of the document is to: 

 

• Articulate IPBC management’s commitment to an integrated approach to managing risk 

across all aspects of IPBC including Projects and the State Owned Enterprises (SOEs); 

• Detail the required risk management processes, roles and responsibilities; and 

• Provide a single point of reference that outlines how risk management is conducted within 

the IPBC and the SOEs (the Group). 

 

Background 
The Independent Public Business Corporation (IPBC) is a 100% State-owned Statutory 

Corporation. IPBC succeeded the Privatisation Commission and all assets and liabilities were 

transferred to IPBC after the Privatisation Act (1999) was repealed.  

 

The Corporation is an independent entity and the independence is embodied in the IPBC Act 

with any inappropriate political intervention proscribed and required to be reported to 

Parliament. 

 

The IPBC was formed to administer and monitor the Governments investment in its SOEs and 

to conduct specific infrastructure projects on behalf of the SOEs. It acts under enabling 

legislation and reports to the National Executive Council. 

 

The Group consists of: 

 

• The IPBC as the holding company 

• The various SOEs, presently including 

─ Telikom PNG Limited 

─ Air Niugini Limited 

─ Water PNG 

─ Eda Ranu 

─ National Development Bank 

─ PNG Power Limited 

─ Post PNG Limited 

─ Motor Vehicle Insurance Limited 

─ PNG Ports Corporation Limited 

─ PNG DataCo Limited 

─ Bmobile Limited 

─ National Petroleum Company PNG 

 

• Specific construction project initiatives of the IPBC on behalf of the SOEs and the IPBC. 

 

IPBC manages these businesses as autonomous groups however in order to enable the Board 

to fulfil its governance obligations, it is a requirement that the SOEs comply with the Risk 

Management Policy and the supporting Risk Management Framework. 
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All references in this document to the Group include any related corporate bodies and are 

intended to extend to all material associates, projects and joint ventures over which significant 

influence or control is exercised. 

 

 

IPBCs View of Risk Management 
We believe that a sound risk 

management system will not only 

provide regulatory compliance, but that 

the real return and value for the Group 

is gained by enhancing risk 

management capability, and 

integrating risk management into the 

business decision making activities. 

 

A key requirement of effective risk 

management is the provision to 

the Board of a consistent and 

transparent view of the 

businesses material risks, 

enabling it to assess the 

adequacy of management’s 

strategies and treatments relating 

to those risks. 

 

The delivery of a consistent and 

transparent view of the material 

risks requires each part of the 

Group to adopt the same process 

for identification, analysis and 

assessment and reporting of their 

risks. 

 

Risk Management 
Responsibility & 
Oversight 
The Board of Directors has delegated responsibility to the Chief Financial Officer (CFO) to 

design, implement and maintain a sound system of risk management. The CFO has further 

delegated the responsibility for managing operating level risks to the SOE Directors and 

General Managers. The CFO is responsible for providing the necessary profile and support to 

advance the risk management culture at the Group including relevant training and hiring of 

suitably qualified risk management staff including a Group Risk Manager. 

 

Both IPBC Management and the IPBC Board will undertake assurance processes to oversee 

the implementation and effective operation of the risk management system throughout the 

Group. The SOE Boards via their Audit and Risk Committees will establish an independent 

annual external assurance program of the risk management framework within each SOE. 

The establishment and maintenance of these SOE committees, reflect the importance the 

IPBC Board places on risk management. These Committees oversee the implementation of 

the risk identification and management systems and findings are reported through to the Board 

and Audit and Risk of the IPBC. 

 

Shareholder value

• Driven by taking considered 
risks

Effective risk 
management

• Fundamental to achieving the 
Group’s strategic and 
operational objectives

Creating value

• By understanding and 
effectively managing risk we 
create value by providing 
greater certainty and 
confidence for our 
shareholders, stakeholders, 
employees, business partners 
and for the communities in 
which we operate

Board support

• Implementing a risk 
management system is a change 
management process and the 
successful implementation will 
require the full support of the 
Group’s Directors, Executive 
Management and SOE 
Management

•To maintain and improve stakeholder 
confidence in our ability to deliver on our 
commitments1

•Understand and prioritise the risks that we 
take as a business so that we make informed 
decisions and take appropriate action to 
ensure we continue to grow, are productive 
and are competitive

2
•To ensure that our compliance obligations as a 

public entity are a by-product of good 
management practice rather than an 
additional compliance burden3
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Risk Management Framework overview 
 

Our Framework has been developed to support the Group in meeting these objectives, 

enabling the business to manage risk in a consistent and systematic way, providing the right 

level of risk oversight, management and internal control. 

 

The key objectives for our Risk Management Framework are described in the graphic on the 

right. 

 

 

Board Charter 
The Board Governance Charter defines the Board’s accountabilities in providing strategic 

guidance, governance, and effective oversight of management. 

 

The Board of IPBC is ultimately responsible for the management of risk and ensuring that 

effective risk management practices are in place across the Group. 

 

The IPBC Board’s specific responsibilities relating to risk management are as follows: 

 

• Reviewing and ratifying the risk management policy, risk management and internal control 

systems; and 

• Monitoring the effectiveness of audit, and risk management and internal control systems. 

 

 

Risk Management Policy 
The Group’s Risk Management Policy forms part of the overall approach for risk management 

and sets out the specific requirements of our approach to managing risk. 

 

The policy supports our strategy to create an environment in which risk management is subject 

to consistently good practice across the Group – where management can make informed 

decisions that optimise returns within a specified tolerance for risk and where there are no 

surprises. 
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Risk Management Standards 
There are four core Risk Management Standards: 

 

 
 

Risk Management Guidelines 
The guidelines provide the practical ‘how to’ tools supporting the consistent application of the 

Standards across the Group. They are intended to guide the people responsible for the day-

to-day risk management activities and to assist the embedding of risk management processes 

across the Group. 

 

The guidelines detail a concise but complete summary of what employees need to do to meet 

the objectives of the IPBC Risk Management Policy and Standards. In doing so they address: 

 

• Key risk management process timelines; 

• Specific roles and responsibilities; 

• The risk rating matrix; and 

• The risk management process. 

 

Further supporting the guidelines are a set of appendices that provide the templates and key 

risk management definitions. 

 

 

Definition of ‘Risk’ 
IPBC defines risk as “events that may impact the achievement of objectives”. 

This definition of risk requires that the business must first clearly define and understand its 

objectives before it can understand its key risks. It also highlights the importance of aligning 

the risk identification, analysis and assessment processes with the annual strategic and 

operational planning cycles- i.e. where the key business objectives are defined. 

 

•The IPBC Board, SOE Boards, Management, Employees and Contractors 
all understand their risk management accountabilities, promote the risk 
culture and apply the risk processes to achieve the Groups objectives

Leadership, Culture 
& Accountability

•Risks are identified and assessed in a timely and consistent manner
Identification & 

Assessment

•Controls are designed and embedded and assessed to ensure they are 
providing reasonable assurance

Management & 
Control

•Risks, controls and treatment plans are monitored and reported 
against, to ensure they reflect the current status

Monitoring & 
Reporting
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Risk Management Standards 
Introduction 
 

The following Risk Management Standards define the minimum requirements that apply to the 

Group. They apply to the identification, assessment and management of all material risks that 

could impact the Group’s objectives. 

 

The standards not only communicate the activities that are required by management and the 

business, but also emphasise the behaviours and principles that translate much of the Risk 

Management Framework into day-to-day activities and culture. Each standard details the 

specific requirements that need to be met by the business. 

 

There are four core Risk Management Standards: 

 
 

The standards must be used in accordance with the IPBC Risk Management Policy and 

associated Risk Management Guidelines. They will be reviewed as necessary to reflect 

changing strategic direction whilst being responsive to the changing external business 

environment. 

 

 
 

 

 

 

•The IPBC Board, SOE Boards, Management, Employees and Contractors 
all understand their risk management accountabilities, promote the risk 
culture and apply the risk processes to achieve the Groups objectives

Leadership, Culture 
& Accountability

•Risks are identified and assessed in a timely and consistent manner
Identification & 

Assessment

•Controls are designed and embedded and assessed to ensure they are 
providing reasonable assurance

Management & 
Control

•Risks, controls and treatment plans are monitored and reported 
against, to ensure they reflect the current status

Monitoring & 
Reporting
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Leadership, Culture and Accountability 
The IPBC Board, SOE Boards, Management, Employees and Contractors are expected to 

understand their risk management accountabilities, promote the risk culture and apply the risk 

processes to achieve the Group’s objectives. 

 

In doing so the Board, Management, employees and contractors are required to develop and 

support the risk management processes to the extent where: 

 

• Awareness of risk pervades the Group with managers demonstrating visible leadership by 

promoting the risk culture and embedding risk management into day-to-day business 

activities; 

• Risk is debated openly and honestly with constructive challenge provided across all levels 

of the Group; & 

• Risk  considered  through  decision  making  processes  across  the  business  with  the  

risk management processes being applied in all planning, operational activities including: 

─ Strategic planning; 

─ Business planning and budgeting; 

─ Acquisitions and divestments; 

─ Major projects and initiatives 

─ New product/service development; 

─ Business Continuity Management (BCM); and 

─ Any other significant change in the business. 

 

Identification and Assessment 
In order to ensure risks are identified and assessed in a timely and consistent manner, 

Management is required to develop, support and maintain the systems that will ensure: 

 

• All risks with the potential to impact the achievement of the strategic objectives or business 

plans are identified and assessed, and where necessary, escalated and reported; 

• Risk  assessments  involve  people  with  relevant  knowledge  and  experience,  and  

include  managers, functional and technical experts and other stakeholders as appropriate; 

• Risks are identified by cause as well as event so the root cause of the risk is understood 

and targeted controls can be defined to mitigate the specific causes of the risk; 

• Risks are assessed, rated and ranked using the defined methodologies set out in the IPBC 

Risk Rating Matrix; 

• Risk registers include sufficient detail to describe the basis of risk ratings; and 

• Risks are evaluated against rating criteria, and decisions regarding level of control are 

consistent with managing within our defined risk appetite. 

 

Management is required to formally review risks during the strategic planning/operational 

planning cycle and on a quarterly basis. The Quarterly SOE Executive and Management 

Committee meetings review business risks and conduct a review of their risks and risk 

treatments. This process is intended to ensure emerging risks are identified in a timely manner 

and that risk treatment plans are delivered on time. 

 

Part of KPI’s 
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Management and Control 
Management activities and controls are required to be designed, embedded and assessed to 

ensure they are providing reasonable assurance that: 
 

• All risks are managed within clearly articulated limits; it is recognised that it is possible to 

take too little risk as well as too much risk; 

• Management and cost of control decisions are made after consideration of risk and return; 

• Controls address the key causes and impacts of the risk and are designed and 

implemented consistent with the achievement of the strategic objectives, business plans 

and associated performance targets; 

• Management reviews control design and control effectiveness at least annually to ensure 

that those controls continue to be applicable, relevant and effective in achieving the 

strategic and business plans; & 

• Systems are in place to remedy weaknesses in the effectiveness of controls, with 

improvement actions allocated, recorded and tracked by management through to 

completion. 

 

Monitoring and Reporting 
Risks, controls and treatment plans are required to be regularly monitored and reported 

against to ensure they reflect the current status. This requires that: 
 

• All material risks and critical controls are monitored on a proactive and consistent basis, 

including the monitoring of the effectiveness of the current controls as well as any proposed 

action items; 

• Risks are recorded and maintained using the Group’s standard risk register system; 

• Risk registers shall include sufficient detail to describe the basis of risk ratings; 

• Risk Control reports provide enough detail to be able to clearly explain and communicate 

the risks and mitigating actions; 

• Reported risk information is used as a management tool and is therefore also 

communicated to stakeholders in a timely manner so that everyone is aware of the risks; 

• Risks and risk management performance are appropriately reported and communicated to 

stakeholders; and 

• Self-assessments and independent audits are conducted to establish the extent of 

conformance with these Risk Management Standards; 

 

Management Representation Letter 
To support compliance with the principles on risk management, the CFO must provide a written 

declaration to the IPBC Board that to the best of his knowledge: 

 

• The Group has determined the material business risks it faces, and has established the 

necessary policies for the oversight and management of material business risks; 

• There is a risk management and internal control system in place to manage the Group’s 

material business risks, including both financial risks, and that those risk are being 

managed effectively; 

• The Group’s risk management and internal control and compliance system is operating 

efficiently and effectively in all material aspects regarding managing and reporting risks. 

Departures from this principle must be explained in the annual report; 

• The SOE CEOs are required to sign a letter to the IPBC CFO outlining that all legal and 

regulatory requirements have been supported and maintained; 

• The CFO will also require that Project Managers and other representatives as required are 

to complete a Due Diligence Questionnaire and a Management Representation letter 

confirming the above. 



RISK MANAGEMENT FRAMEWORK IPBC  

 

 
 

 
 

8 

4  

Risk Management Guidelines 
Introduction 
The Risk Management Guidelines have been developed to assist the business in achieving 

the requirements defined in the Risk Management Standards. The guidelines provide the 

practical ‘how to’ tools supporting the consistent and comparable application of the Standards 

across the Group. They are intended to guide the people responsible for the day-to-day risk 

management activities and to assist embed risk management processes across the Group. 

 

The guidelines detail a concise but complete summary of what employees need to do to meet 

the objectives of the IPBC Risk Management Policy and Standards. In doing so they address: 

 

• Key risk management process timelines 

• Specific roles and responsibilities, 

• The risk rating matrix, and 

• The risk management process 

 

The emphasis is on the processes of identifying, assessing, managing and monitoring those 

risks that are material to achieving the Group’s strategic objectives and business plans. 

Guidance is also provided on determining materially and in establishing criteria for risk limits. 

 

Further supporting the guidelines are a set of appendices that provide the templates and key 

risk management definitions. The Appendices include: 

 

Appendix A – Consequence Descriptors 

Appendix B – Likelihood Descriptors 

Appendix C – Required Management Action 

Appendix D – Risk Register Template 

Appendix E – Risk Action Plan Template 
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Specific Roles and Responsibilities 
Role Responsibility 

IPBC and SOE Boards Oversee and monitor the effectiveness of management’s risk management and internal control systems and: 

Monitor compliance across the Group therewith. 

Audit and Risk Committee Implement the Board’s overall risk management approach; 

Review and oversee the effectiveness of the Group’s risk management and internal control system; 

Annually recommend for the Board’s approval : 

Risk appetite; 

Risk Policy, standards and guidelines; and 

Any subsequent amendments to these. 

Report to the Board on all material risk issues, assurance program and the progress made on the implementation of Risk Controls  on material risks 

Executive Management 
Meeting 

Oversee the establishment and implementation of IPBC’s risk management system, assessing it’s risk resourcing and reviewing trends in the 
Group’s risk profile; 

Review, assess and report to the Audit and Risk Committee on the adequacy of the risk management and internal control processes via the CFO 
including: 

The risk management system; 

Internal Control systems; 

Compliance and Fraud Control Frameworks; 

Representation Letters to the Board from the CEO/Managing Director, CFO and senior executives; and 

The Group’s insurance coverage at least annually as presented by the CFO. 

SOE Management Committees Oversee the compliance of the Boards Risk Management policy; 

Analyse and report on any material risks; and 

Report findings and recommendations to the Executive Management Committee. 

CFO The effective and efficient management of all financial and non-financial risks across the Group; 

Oversee the compliance with the IPBC Risk Management Framework via the Executive Management Committee; and 

Provide the necessary profile and support to advance the risk management culture inside the Group. 

SOE CEOs 

 

Implement a sound system of internal control and risk management within the SOEs and operations of responsibility; 

Own and manage the risks for their businesses  and operations using the IPBC  Risk Management Policy, standards and guidelines; and 

Develop and promote the risk culture within area of responsibility. 

Group Risk Manager Is the primary contact for risk management within IPBC; 

Facilitate the identification and assessment of the SOE operations risks and treatment actions; and 

Assign risk management responsibilities and accountabilities to managers. 

General Managers/Technical 
Services Managers 

Identification, assessment and management of all risks within their  area of expertise; 

Notify Project and General Managers of technical risks identified and ensure site and operational management understand the risks and develops 
appropriate treatment; and 

Implement any agreed actions to control or mitigate risks. 

Employees Ensure compliance with all legislative, regulatory and IPBC policy requirements; and 

Report any identified risks to an appropriate level of management in a timely manner. 
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Risk Management Process 
The risk management process implemented at the Group is consistent with the International 

Standard for Risk Management - AS/NZS ISO 31000:2009 and requires the continuous 

identification, analysis, monitoring and management of risks. 

 

All risk assessments conducted in key business decision making processes across the Group 

should apply this approach including, but not limited to: 

• Strategic Planning; 

• Business planning and budgeting; 

• Acquisitions and divestments; 

• Major projects and change initiatives; 

• New product/service developments; 

• infrastructure development; 

• Customer and Market maintenance and development; 

• Business Continuity Management. 
 

Some of these decision making processes will be scheduled in the corporate calendar or will be 

carried out on an annual basis, others may be more ad-hoc depending on business requirements. 

 

Establish the Context 
The context establishes the basic parameters within which risks are managed. The context helps 

define the relationship between the organization and the environment in which it operates. The 

context addresses the organizations risk appetite through the establishment of a single risk 

evaluation criterion. This allows risks from different businesses to be assessed relative to the 

others and for an overall priority to be delivered. These set the foundation for the process. 

 

Risk Categories 
The full range of risks that the Group is exposed to is unlimited. Risk categories highlight the 

generic types and sources of risk that IPBC is exposed to. They provide a consistent language for 

risk that supports the development of a truly Group wide risk management process. In addition, 

they can be used as a reference tool when identifying risks, ensuring that risk identification efforts 

are comprehensive. 

 

Risk categories can be used to analyse, aggregate and report all the risks within common 

categories across the organisation and to understand the risk concentration. This also enables 

the organization to take a Group approach to manage certain risks, reducing cost and 

management effort. 
 

The following list shows the nine level risk categories identified for the Group. All risks can be 

grouped into these categories: 
 

1. Asset Risks – loss, damage , destruction, loss of use of our own or other party’s buildings , 

plant, equipment , stock or intellectual property 
2. Compliance Risks – failure to comply with regulatory requirements both internal or external 

3. General Management Risks – consequences of poor corporate governance or general 

management practices 
4. Personnel Risks – injury or illness to employees or other parties  

5. Environmental Risks – degradation of the environment including – land , air or waterways 

6. Business Model/Change Risks – impact of internal or external change to the smooth 

business processes of an organization 
7. Financial Risks – potential of events to reduce revenue generation or increased expenses 

8. Product and Service Risks – issues arising from our goods or services including advices 

either as to quality or delivery 
9. Technology Risks – impacts arising from failure of technology including hardware, software 

and critical links. 
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Identify Risk 
 

Risk identification must be comprehensive incorporating consideration of all factors that could 

impact the business internally or externally, even if the risk is outside the control of the business. 

 

A key objective of this part of the assessment is to try and identify not only the risk events or 

scenarios, but also the specific causes of each risk. Only by understanding what is causing the 

risk can we start to address the control issue. 

 

There is a structured risk identification process that involves identifying the risks that have the 

potential to impact on the Group’s ability to meet its objectives. Each quarter the general managers 

responsible for operations and ancillary services are required to review the risks that may impact 

their operations. Supporting that process is a number of fixed internal risk reviews, being: 

 

• Annual Strategic planning cycle; 

• Annual operating planning / budgeting cycle; 

• Quarterly forecasting cycle; and 

• Monthly management meetings 

 

Sources of risk information include: 

 

• Strategy and business plans; 

• Assumptions with financial plans and budgeted forecasts; 

• Market / Industry reports; 

• Economic reports; 

• Scenario analysis; 

• Past experience. 

 

Analyse Risks 
The purpose of risk analysis is to understand each risk in terms of its likelihood, the probability 

that it is going to materialize and how it would affect the business if the risk were to happen. This 

is undertaken using the risk rating criteria previously developed when the Context was 

established. 

 

IPBC has adopted a standards based approach to assessing risk using a 5 x 5 matrix after 

consultation with its consultants and management. The matrix combines the Consequence and 

Likelihood of the risk to define a Risk Rating as follows: 

  
Consequence Severity 

  
Insignificant Minor Moderate Major Catastrophic 

L
ik

e
li
h

o
o

d
 

Almost Certain High High Extreme Extreme Extreme 

Likely Medium High High Extreme Extreme 

Possible Low Medium High High Extreme 

Unlikely Low Low Medium High High 

Rare Low Low Low Medium High 
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The risk rating defines whether a risk is considered a very high, high, moderate, low or very low 

risk. The risk rating drives what has to happen with the risk. ie., who the risk needs to be reported 

to, what level of action is required and by when. The risk rating matrix is aligned with IPBC’s  

reporting process to ensure  the assessment and escalation of incidents is consistent with the 

Group’s defined risk tolerance levels. 

 

In addition, using a common rating process allows the Group to constantly rate and compare 

different risks in a way that is repeatable over time. This will provide a greater understanding of 

what risks need to be prioritised and what actions need to be implemented to most effectively 

manage the risks, ensuring that resources can be targeted more efficiently. 

 

 
Assess the Controls 
Once the risks have been assessed we can identify and assess the controls that are currently in 

place.  Controls must be assessed to understand how effective they are in mitigating / reducing 

the risk, ie., if they are effective, marginally effective or ineffective. Control effectiveness rating 

criteria have been developed to allow consistent rating and comparison of different controls in a 

way that is repeatable over time. The Control Effectiveness Criteria table is show below: 

 

Controls Score Examples of Impact 

Strong 1 
Significant attention to the risk. Have undertaken all feasible 
economic controls. Are maintaining an ongoing monitoring 
system. 

Moderate 2 
Controls in place provide a reasonable certainty of control, 
although will not allow management of all potential risk events. 

Weak 3 Controls in place are insufficient to prevent or mitigate this risk. 

Uncontrollable 4 
Outside the control of the organisation in respect of likelihood, 
although there is the ability to manage the consequences. 

 

This control assessment allows IPBC to understand if the cost invested in the given control is 

proportionate to the amount of risk it is reducing. The control assessment therefore not only 

enables us to consequently assess the risk, but also to consider if the control environment is 

appropriate and effective. 

 

 
Evaluate the Risks 
The purpose of the risk evaluation is to enable management to consider the risks that the 

business is exposed to, with their agreed risk ratings, and decide if they are acceptable in light 

of the businesses objectives and risk appetite. Each risk must be considered on an individual 

basis. Management must decide whether the return for the given risk exposure is acceptable 

and whether the controls in place are sufficient to manage the risk to an acceptable level. 

 

Management must factor in other stake holders views and perceptions of the risk, their tolerance 

levels and view of the risk reward relationship. In some circumstances the risk evaluation may 

lead management to embark on more detailed analyses, or define further actions to manage the 

risk. 
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Treat the Risks 
If management are not satisfied that the current controls provide sufficient mitigation to reduce 

the risk to an acceptable level then they can define further actions to treat the risks. At this stage 

management must identify what approach they wish to use to further manage the risk. Options 

include: 

 

• Terminating the activity; 

• Reducing the risk; 

• Accepting the risk; and 

• Passing on the risk. 

 

The objective of the risk treatment process is to cost effectively design and implement 

treatments that reduce risks to the tolerable level – ie., align risks with our risk appetite. For 

each risk where a further action is required, a Risk treatment Plan must detail: capturing key 

information on the treatment; what it is; how it will reduce the risk; who is responsible for 

developing and implementing it and when it will be operational. This enables the progress and 

effectiveness of the treatments to be monitored and reported in a consistent manner. 

 

Monitor and Review 
It is important to continuously monitor and review the risk management information including 

both risk assessments and progress actions to ensure they remain on track and relevant to the 

changing organization and external business environment. Factors that may influence the 

impact or the Likelihood rating may change. Also the appropriateness or cost of a control activity 

many change, therefore management must continually monitor the process through the day to 

day management activity. 

 

Risk information generated through the risk assessment process needs to be captured and 

reported to the appropriate level of management for monitoring or actioning. This is done using 

three tools: the risk register, the risk treatment plan and the risk reporting template. 

 

Reporting Risks 
In accordance with the agreed and defined risk escalation criteria, management are responsible 

for reporting any current, new or emerging risks that require escalation in a timely manner. The 

annual and half year risk reports described in the next section are used for input into the Group 

Risk Profiling exercise. Management should not wait for the Half Year risk reporting cycle to 

report and escalate material risks. 

 

Communicating and Reporting 
The objective of the risk management process is to enable the right risks are discussed at the 

right level and that there are ‘no surprises’. This requires that risks are escalated in a timely 

manner and to the right level within the business. 

 

The following key reports will be used to communicate SOE internal control and risk system 

status. These reports exclude likely to be received from the External Auditors. 
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Report Audience Report Content Frequency Prepared By 

IPBC Board Risk Report and 
Management 
Representation Letter 

Summary of Extreme 
risks and material 
emerging High and 
Extreme risks 

Confirmation of 
soundness of risk 
management systems 

Biannually CFO, IPBC 

SOE Board Risk Report and 
Management 
Representation Letter 

Summary of Extreme 
risks and material 
emerging High and 
Extreme risks relating 
to the SOE 

Confirmation of 
soundness of risk 
management systems 
for the SOE 

Quarterly CFO, SOE 

IPBC Audit and Risk 
Committee 

Risk Report and 
Management 
Representation Letter 

Summary of Extreme 
and High risks 

Confirmation of 
soundness of risk 
management systems 

Biannually CFO, IPBC 

IPBC Audit and Risk 
Committee 

Risk Management 
Framework review 

Findings of an 
independent review of 
the Risk Management 
Framework 

Annually External Expert 
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APPENDIX A  

Consequence Descriptors 
 

Consequence Score People Financial / Assets 
Reputation / 
Regulatory 

Environmental Business Interruption 

Catastrophic 5 Multiple deaths 
Loss of assets or 

revenues exceeding 
K500 million 

National TV news 
headlines and/or 

government 
investigation 

Catastrophic, long term 
environmental harm 

Total service cessation 
for a week 

Major 4 
Single death and/or 

multiple injuries 

Loss of assets or 
revenues K500 million - 

K50 million 

Local TV news and/or 
regulator investigation 

Significant long term 
environmental harm 

Total service cessation 
for a number of days 

and subsequent 
interruption over several 

weeks 

Moderate 3 Individual injury 
Loss of assets or 

revenues K50 million - 
K5 million 

Local newspaper (not 
front page) and/or 
regulator inquiry 

Significant release of 
pollutants with mid term 

recovery 

Total service cessation 
for a day and 

subsequent interruption 
over several days 

Minor 2 First Aid 
Loss of assets or 

revenues K5 million - 
K500,000 

Suburban newspaper 
Minor transient 

environmental harm 
Business interruption 

over several days 

Insignificant 1 No injuries 
Loss of asset or revenue 

less than K500,000 

Reporting (not front 
page) in suburban 

newspapers 

Brief pollution but no 
environmental harm 

Minor service disruption 
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APPENDIX B  

Likelihood Descriptors 
 

Likelihood Score Description Frequency 

Almost Certain 5 
The event is expected to occur in 

most circumstances 
Will occur more than once per 

year 

Likely 4 
The event will probably occur in 

most circumstances 
Will occur once per year 

Possible 3 
The event should occur at some 

time 
Will occur once every 5 years 

Unlikely 2 
The event could occur at some 

time 
Will occur once every 10 years 

Rare 1 
The event may occur only in 
exceptional circumstances 

Less than once in 30 years 
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APPENDIX C  

Required Management Actions 
 

Extreme Detailed action plan required 

High Needs senior management attention 

Medium Specify management responsibility 

Low Manage by routine procedures 
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APPENDIX D  

Risk Register Template 
 

    Risk Evaluation (Current)     

Ref # 
Risk 
Type 

Risk 
Description 

Scenario Consequence Likelihood 
Level of 

Risk 

Current 
Control 

Effectiveness 

Insurable 
Yes / No / 
Partially 

Currently 
Insured  

Yes / No / 
Partially 

Insurance 
Comments 

           

 

 



                   

 

 

APPENDIX E  

Risk Action Plan Template 
 

x.xx – Risk Title 
Consequence Category – Risk Rating 

Description of Risk. 

 

  

RISK DRIVERS Key drivers: 

 Enter drivers here 

  

 Who monitors drivers: 

 Enter Position Title of person monitoring drivers and the frequency 
of monitoring 

  

CONTROLS Current controls in place:  

 List the current controls here 

  

 Effectiveness of controls:  

 State the effectiveness of the current controls 

 Potential Additional controls and cost: 

 Provide short description of additional potential controls and include 
costs or estimates 

  

RISK FINANCING Availability of insurance / Currently insured: 

 YesNo / YesNo 

 Contractual transfer:  

 YesNo with clarification statement if required 

Legislatively indemnified:  

 YesNo 

 Other: 

 List any other details here 

OTHER COMMENTS  Space for any additional relevant comments 

RISK OWNER  REPORTING 
FREQUENCY 

 

 

 

 


